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Introduction

Social media use has become an integral part of our lives as a result of developing
technologies. People now frequently use social media platforms to communicate, access
information, follow news and even conduct business. However, it should not be forgotten
that this digital world brings various risks along with its advantages. Digital literacy refers to
the acquisition of the skills and knowledge required to use social media correctly and safely.

Digital literacy means that individuals are able to use digital technologies effectively, access,
evaluate and make sense of information, and share it safely. The chaos of information on
social media platforms and various propaganda attempts can expose people to misleading
content. Digital literacy skills protect people from such traps and enable them to approach
information in an informed and critical manner.

This unit is designed to emphasize the importance of digital literacy with the increasing use of
social media and to explain how people can develop these skills. In the following sections, the
basic components of the concept of digital literacy, issues to be considered on social media
platforms, and precautions that can be taken for safe use will be discussed.



Objectives of the lesson

* Understanding the Concept of Digital Literacy: It is aimed that the participants will understand the
concept of digital literacy and acquire the skills necessary for the correct and safe use of social
media.

® Conscious Information Consumption on Social Media Platforms: It is aimed that participants will
be able to critically evaluate the content they encounter on social media platforms, access accurate
and reliable information and avoid misleading content.

* Developing Personal Data Security and Privacy Awareness: Participants will learn how to protect
their personal information on social media platforms and how to manage their digital footprint. In
this way, they will be able to act safely in the digital world.

®* Awareness against Threats: Participants will be able to recognize the dangers and threats they may
encounter on social media and take precautions against risks such as cyberbullying, misleading
content, and fraud.

* Acquiring Ethical and Empathic Digital Behaviors: Participants are expected to observe ethical
values in social media, respect the rights of others and use their empathy skills to communicate in a
positive and constructive way in the digital environment.



Learning outcomes

Ability to evaluate the effects of social media

* Recognize misleading information and think critically
* Taking digital security measures

* Recognizing and preventing cyberbullying

* Ethical and responsible digital citizenship

* Source evaluation in knowledge sharing
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General information about digital literacy

Digital literacy refers to the ability to access information, communicate and use technological tools
effectively in today's digital age. Being digitally literate includes the ability to access, evaluate,
share, communicate and act safely with information in digital environments.

Digital literacy is not limited to basic computer skills. It also covers areas such as information
management, information search and evaluation, online security and privacy, digital ethics, and
media literacy.

Here are some of the key components of digital literacy:
Information Search and Evaluation: Digital literates can search for information by using the
internet effectively. They can access accurate, reliable and valid information by evaluating

different sources.

Media Literacy: Digital literates can critically understand visual, audio and print media. They can
evaluate the sources, intentions and effects of media messages.



General information about digital literacy

Digital Security and Privacy: Digital literates are aware of protecting their personal data, using
strong passwords, recognizing online threats and taking precautions. They demonstrate safe and
responsible behavior in online environments.

Digital Ethics: Digital literates observe ethical values in online environments. They avoid
plagiarism, respect copyrights, and exhibit appropriate behavior in online communities.

Communication and Collaboration: Digital literates can communicate and collaborate effectively
using online tools. They can effectively use tools such as online meetings, projects and digital
collaborative workspaces.

Digital literacy is an important skill for people of all ages. In a world where the means of access to
information and communication are changing rapidly with the proliferation of the Internet and

social media, digital literacy skills play an important role in everyone's lives. Digital literacy is
indispensable to succeed in the information age and to take an active part in the information
society.



General information about digital literacy

Digital literacy is indispensable to succeed in the information age and to take an active part in the
information society. To be digitally literate, you need to have knowledge of key topics such as digital
ethics, digital security and privacy, communication and collaboration.

Digital Security and Privacy: Digital Ethics:

Digital literates are aware of protecting their Digital literates observe ethical values in

personal data, using strong passwords, recogn online environments. They avoid plagiaris
izing online threats and taking precautions. Th m, respect copyrights, and exhibit approp
ey demonstrate safe and responsible behavior riate behavior in online communities.
in online environments.

Communication and Collaboration:

Digital literates can communicate and collaborate effectively using online tools. They
can effectively use tools such as
online meetings, projects and digital collaborative workspaces.




The importance of digital literacy in social
media use

With the development of technology and the widespread use of the internet, the use of social
media has also increased rapidly. In order to navigate and effectively use the digital environment,
which is very new for humanity, it is of great importance to have digital literacy skills other than the
ability to use it at a basic level. Digital literacy in social media use requires knowledge of the
following topics.

Information Security

Although it is not possible to ensure complete information security in the use of social media, if

you apply the following items, you will ensure your information security to a great extent. It is very
important to raise awareness on social media for the environment, but doing this by ensuring your
security on the online platform that you use will protect both yourself and the environment.



Information Security

Read the privacy policies on the social media platform you are using. Remember that such social media platforms
change their privacy policies frequently, so make sure that your personal information is protected after each
update.

\

When you subscribe to some social media sites, you already create your membership with default privacy
settings. After creating a membership, please check who can see your profile and what information is
public.

\

Having your personal information publicly available in your social media posts can make you vulnerable.
Being careful about sharing your address, daily routines, and places you visit in your posts will protect
you.

Be careful when sharing information and photos that include others. Sharing anyone's information
without their permission can get you in trouble.

Do not accept people you do not know as friends or followers on the sites you use.

Do not ignore the possibility of accessing your personal information with fake accounts created by malicious
people.

/

Do not use passwords that can be easily guessed when creating a new account.



Digital Ethics

Digital ethics refers to the ethical rules and principles that should be followed in the use of digital technologies and online
platforms.

Privacy and Data Protection: Inclusivity and Accessibility:

Activism should be open and accessible to all
segments of society. This requires that digital
platforms, content and resources are designed to be
accessible to people with disabilities and take into
account the digital divide to ensure equal access to
information and opportunities for participation.

Environmental activists should respect the privacy
rights of individuals and protect the personal data they
collect or store. Secure communication channels and
encryption methods should be used to protect
sensitive information.

Digital Ethics

Digital security:
Activists should take steps to protect themselves and
their supporters from cyber threats, surveillance and
harassment. This may include using strong passwords,
adopting two-factor authentication methods, updating
software, etc. Additionally, it is important to be aware
of potential risks and vulnerabilities on digital
platforms and take appropriate steps to minimize
them.

Verification and Accuracy of Information:
Misinformation and fake news undermine the
credibility of our activities. Activists should verify
information before sharing it and quickly correct any
errors. They must strive for accuracy and honesty in
their digital communications.



Critical evaluation of information

Critical evaluation of information in social media activism on climate change is particularly important
because of the vast amount of information surrounding this complex issue and the many different

perspectives.

Discerning Reliable Sources

Climate change is a hotly debated topic, and
misinformation and disinformation can easily
spread across social media platforms. Digital
skills enable activists to assess the credibility
and expertise of sources before sharing
information. When looking for accurate and
reliable information, look to reputable scientific
institutions, peer-reviewed research, and expert
consensus.

Fact review

Our social media activities are often aimed at
sharing facts, statistics and news stories about
climate change. Digital literacy allows activists

to check facts before spreading information.

Fact-checking organizations and tools help
verify claims and ensure that accurate and
authoritative information is shared with the
public. This helps maintain credibility and stop
the spread of misinformation.

Understanding bias and motivation

It is important for activists to critically assess the biases and motivations behind the
information they encounter on social media. Some sources may have personal
interests or political agendas that influence the information they provide. Digital
literacy helps activists identify potential biases and consider the credibility and

context of information, enabling a more balanced and informed advocacy approach.

Beware of false equivalence

Evaluate visual content

Social media platforms are visually oriented and
climate change activists often use images,
infographics and videos to convey their messages.
Digital skills enable activists to critically assess visual
content by considering the right data sources, the
right context, and possible manipulations. This helps
prevent the spread of misleading or exaggerated
imagery that can undermine the credibility of climate
change activities.

Cross-referencing and verification

Digital literacy encourages activists to compare
information from different sources and platforms. It is
important to verify claims, especially when
controversial or alarming information is shared. By
seeking multiple sources, interviewing experts, and
participating in discussions with knowledgeable
people, activists can ensure accurate and
well-founded information is shared.

Denial and skepticism about climate change still exist, and social media platforms can amplify opposing views. Digital
literacy helps activists distinguish between science-based information and unsubstantiated claims. This avoids false
equivalence by overbelieving misinformation and focusing on agreement between experts and trusted sources. By
critically evaluating information on social media, climate change activists increase the effectiveness of their efforts,

develop an informed public debate, and develop evidence-based solutions to the pressing problems of climate change.

can contribute to the policy.




Conclusion

Social media has the potential to raise awareness, share information and facilitate social
movement on climate change. Social media enables activists, scientists, civil society organizations,
and governments to make their voices heard, organize awareness campaigns and share critical
information about climate change with a wide audience.

Digital literacy includes the ability to identify accurate information on social media, evaluate
reliable sources, and think critically about misinformation. Understanding and sharing scientific
rigour and expert opinion on climate change is a key component of digital literacy.

This module sought to understand the power of social media in the fight against climate change.
However, remember that social media is just a tool and real change comes from the actions of
individuals, communities, and governments. By leveraging your digital skills, you can use social
media effectively and play an active role in the fight against climate change.
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